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Cyber Insurance in a 
Connected World 



• “Cyber is uncharted territory. It’s going to get worse, not 

better.” 

 

• “We have a pretty good idea on how to properly assess 

the probabilities for earthquakes and hurricanes, but not 

with computer hacking threats.” 

 

• “We don’t want to be a pioneer on this… I think anybody 

that tells you now they think they know in some actuarial 

way either what the general experience is like in the 

future, or what the worst case can be, is kidding 

themselves.” 
 

Warren Buffet 
Annual Shareholders Meeting 

May 5th 2018 
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SCOPE OF COVERAGE SPECIMEN – CYBER INSURANCE CHECKLIST 
 
 

POLICY FORM: Claims Made 
          Retro Date: Inception Date of Policy 

 
 

LIMIT         RETENTION 
I. POLICY AGGREGATE LIMIT                                      $1,000,000 
 

      A.  Applicable to all sections except 
             Incident Response Fund, which is its  

             own separate aggregate. 
 
II. THIRD PARTY LIABILITY – Data or Systems           $1,000,000           $2,500 

       Related Loss (Damages and Legal defense expenses) 

 

        A. Cyber, Privacy and Network Security Liability 
 1. Breach of Protected Information (PII, HIPPA, etc.) 
 2. Breach of third party Confidential or Property 
      Information: 
          a)  that is not available to or known by the general public  or 
          b)  which the insured is legally responsible to maintain in  
                confidence  
 3. includes both malicious (hacking, phishing, etc.) and accidental  
     breaches 
 4. Transmissions of virus, malware, etc. from your system to other 
      systems 
 5. Payment card liability (PCI/DSS) under a merchant Processing  
      Agreement 
 6. Regulatory proceedings, fines and penalties (related to Cyber or 
      Privacy laws) 
 
     B. Media Content Liability (libel, slander, copyright           $1,000,000         $2,500 
           infringement, etc.) 
 1. Website content 
 2. Social media content            
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III. FIRST PARTY COVERAGE – Data or Systems 
      Related Loss 
 
     A. Cyber Incident Response Fund – Via Chubb Response Team Panel   $1,000,000       $0 
          --  Via Non-Panel Providers                  $500,000   $2,500 
 

 1. Response Team Expenses 
     a) Cyber Incident Coach / Coordinator 
     b) Cyber Forensics 
     c) PR or Crisis Management Firm to protect/restore reputation 
     d) Retention of a law firm for compliance with cyber laws and  
          regulations (multiple states) 
     e) Notification letters, credit monitoring, call center expenses 
     d) Other expenses/services deemed reasonable and necessary 
 
 
     B. Digital Data Recovery Expenses                                                  $1,000,000  $2,500 
           (i.e. hacking, errors, phishing, etc.) 
 1. Malicious or Non-Malicious Data Loss Expense/Recovery 
 2. Reimbursement of Fraudulent telephone toll charges on your 
      telephone system 
 3. Replacement of physical hardware or equipment damaged 
                         by cyber incident. 
 
     C.  Business Interruption and Extra Expenses from:                    $1,000,000  $2,500 
            (After 8 hour waiting period) 

 1. network security failure or malicious acts 
 2. network extortion threats 
 3. Reputation Damage (Extended period of attrition) 

 4. Non- Malicious system failure 
 5. Contingent Business Interruption (i.e. “shared” provider systems) 
 

      D.  Network Extortion Expense, in connection with threats to:   $1,000,000 $2,500 

 1. Release protected information 
 2. Cause a network security failure 
 3. Corrupt, damage or encrypt digital data 
 4. Inhibit access to your computer system 
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IV. CYBER CRIME – MONEY RELATED LOSS (See descriptions attached) 
 

 1. Computer Fraud Loss                                                          $250,000   $2,500 
 2. Funds Transfer Fraud Loss                                                 $250,000    $2,500 
 3. Social Engineering/Deception Fraud Loss                     $250,000   $10,000 
 4. Escrow or Third Party Funds Loss       
 5. Default limit for #3 & #4 above, if the transfer is  
      not authorized by an employee acting in supervisory  
     capacity, or an owner/Control Group person.                $50,000    $10,000 
 
 
V. OTHER CONSIDERATIONS 
 
 1. ABA Endorsement (attached to quote) – gives choice of counsel to insured 

 2. Incident Response limit is outside of policy aggregate limit 
 3. Chubb provides a published roster of pre-arranged network of incident 
      Response Team and Resources, based in USA (see attached) 

 4. Directors, Officers and Employees are included as “Insureds” 
 5. Definitions include the cloud and mobile devices 
 
 
VI. POLICY EXCLUSIONS (See policy for all) 
 
 1. Securities Law or ERISA 
 2. Anti-Trust or unfair trade 
 3. Breach of Contract, except PCI (Visa) or other contractual obligation to  
     maintain confidentiality 
 4. Bodily Injury or Property Damage 
 5. Intellectual Property or Trade Secrets of the Insured 
 6. Insured vs insured 
 7. Internet infrastructure or power grid outage 
 



CYBER “CRIME COVERAGE” – GENERAL INSURANCE DESCRIPTIONS   
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1) Computer Fraud: 
 
 The unlawful taking of money arising as a 
 consequence of  unauthorized entry by a 3rd party 
 into the insured’s  computer system, which results in 
 altered or fraudulent electronic payment instructions 
 (i.e. ACH/Bill Pay) causing  funds to be diverted into 
 the account of the fraudster, all occurring without the 
 knowledge or participation of the insured. (Often 
 occurs as a consequence of phishing scams, hacking 
 login credentials or finding weak portals of entry) 
 
 
2) Funds Transfer Fraud:  
 
 Fraudulent instructions to a financial institution 
 issued by a third party imposter (non-employee) who 
 falsely purports to be the insured/account holder and 
 who instructs the institution to transfer, pay or deliver  
 funds from the insured’s account, typically by wire 
 transfer, all occurring without the knowledge or  
 participation of the insured. (Often occurs as a  
 consequence of hacking email accounts, phishing  
 scams and/or other unauthorized release of  
 legitimate wire transfer credentials) 
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3) Social Engineering / Deception Fraud: 
 
 An intentional misleading of an employee of the insured 
 through misrepresentation, which results in the transfer 
 of payment of money to a 3rd party imposter purporting  
 to be an authorized Vendor, Client or Employee of the  
 insured. (Often occurs as a consequence of hacking email 
 systems and accounts and/or telephone contact from 
 impersonators)  
 
 
4) Third Party Funds / Escrow: 
 
 If third party or escrow funds are exposed, the policy 
 language of the particular policy should be referenced for  
 applicability of any coverage. The desired wording is as  
 follows: “The insurer’s liability under this policy will apply 
 only to Money, Securities or Property owned by the  
 insured or for which the insured is legally liable, or held 
 by the insured in any capacity whether or not the 
 insured is liable.” 
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